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Purpose and Scope
This document describes the Operationally Critical Threat, Asset, and Vulnerability Evaluation SM (OCTAVE ® ), an approach for managing information security risks. It presents an overview of the OCTAVE approach and briefly describes two OCTAVE-consistent methods developed at the Software Engineering Institute (SEI).
The overall approach embodied in OCTAVE is described first, followed by a general description of the two methods: the OCTAVE Method for large organizations and OCTAVE-S 1 for small organizations. Information is provided to assist the reader in differentiating between the two methods, including characteristics defining the target organization for each method as well as any constraints and limitations of each method. A series of questions is also provided to help readers determine which method is best for them. Readers are then directed to the appropriate Web site to download the method of their choice.
It should be noted that some organizations may need a hybrid or a combination of the two methods, or a completely different version of OCTAVE. A final chapter discusses some of the possible alternate versions.
® OCTAVE is registered in the United States Patent and Trademark Office by Carnegie Mellon University. SM Operationally Critical Threat, Asset, and Vulnerability Evaluation is a service mark of Carnegie Mellon University.
1 2 What Is the OCTAVE Approach?
Overview
An effective information security risk evaluation considers both organizational and technological issues, examining how people use their organization's computing infrastructure on a daily basis. The evaluation is vitally important to any security-improvement initiative, because it generates an organization-wide view of information security risks, providing a baseline for improvement.
What Is OCTAVE?
For an organization looking to understand its information security needs, OCTAVE is a riskbased strategic assessment and planning technique for security. OCTAVE is self-directed, meaning that people from an organization assume responsibility for setting the organization's security strategy. The technique leverages people's knowledge of their organization's security-related practices and processes to capture the current state of security practice within the organization. Risks to the most critical assets are used to prioritize areas of improvement and set the security strategy for the organization.
Unlike the typical technology-focused assessment, which is targeted at technological risk and focused on tactical issues, OCTAVE is targeted at organizational risk and focused on strategic, practice-related issues. It is a flexible evaluation that can be tailored for most organizations. When applying OCTAVE, a small team of people from the operational (or business) units and the information technology (IT) department work together to address the security needs of the organization, balancing the three key aspects illustrated in Figure 1 : operational risk, security practices, and technology.
The OCTAVE approach is driven by two of the aspects: operational risk and security practices. Technology is examined only in relation to security practices, enabling an organization to refine the view of its current security practices. By using the OCTAVE approach, an organization makes information-protection decisions based on risks to the confidentiality, integrity, and availability of critical information-related assets. All aspects of risk (assets, threats, vulnerabilities, and organizational impact) are factored into decision making, enabling an organization to match a practice-based protection strategy to its security risks. Table  1 summarizes key differences between OCTAVE and other evaluations. OCTAVE is an asset-driven evaluation approach. Analysis teams
• identify information-related assets (e.g., information and systems) that are important to the organization • focus risk analysis activities on those assets judged to be most critical to the organization
• consider the relationships among critical assets, the threats to those assets, and vulnerabilities (both organizational and technological) that can expose assets to threats
• evaluate risks in an operational context -how they are used to conduct an organization's business and how those assets are at risk due to security threats • create a practice-based protection strategy for organizational improvement as well as risk mitigation plans to reduce the risk to the organization's critical assets The organizational, technological, and analysis aspects of an information security risk evaluation are complemented by a three-phased approach. OCTAVE is organized around these three basic aspects (illustrated in Figure 2 ), enabling organizational personnel to assemble a comprehensive picture of the organization's information security needs. The phases are
• Phase 1: Build Asset-Based Threat Profiles -This is an organizational evaluation. The analysis team determines what is important to the organization (information-related assets) and what is currently being done to protect those assets. The team then selects those assets that are most important to the organization (critical assets) and describes security requirements for each critical asset. Finally, it identifies threats to each critical asset, creating a threat profile for that asset.
• Phase 2: Identify Infrastructure Vulnerabilities -This is an evaluation of the information infrastructure. The analysis team examines network access paths, identifying classes of information technology components related to each critical asset. The team then determines the extent to which each class of component is resistant to network attacks.
• Phase 3: Develop Security Strategy and Plans -During this part of the evaluation, the analysis team identifies risks to the organization's critical assets and decides what to do about them. The team creates a protection strategy for the organization and mitigation plans to address the risks to the critical assets, based upon an analysis of the information gathered.
Figure 2: OCTAVE Phases
OCTAVE Criteria
The essential elements, or requirements, of the OCTAVE approach are embodied in a set of criteria [Alberts 01b ]. There can be many methods consistent with these criteria, but there is only one set of OCTAVE criteria. At this point, two methods consistent with the criteria have been developed. The OCTAVE Method, documented in the OCTAVE Method Implementation Guide, v2.0 [Alberts 01a], was designed with large organizations in mind, while OCTAVE-S was developed for small organizations. In addition, others might define methods for specific contexts that are consistent with the criteria. Figure 3 illustrates these points.
Figure 3: The OCTAVE Criteria Support Multiple Implementations
The OCTAVE criteria are a set of principles, attributes, and outputs. Principles are the fundamental concepts driving the nature of the evaluation, and defining the philosophy behind the evaluation process. They shape the evaluation approach and provide the basis for the evaluation process. For example, self direction is one of the principles of OCTAVE. The concept of self direction means that people inside the organization are in the best position to lead the evaluation and make decisions.
The requirements of the evaluation are embodied in the attributes and outputs. Attributes are the distinctive qualities, or characteristics, of the evaluation. They are the requirements that define the basic elements of the OCTAVE approach and define what is necessary to make the evaluation a success from both the process and organizational perspectives. Attributes are derived from the OCTAVE principles. For example, one of the attributes of OCTAVE is that an interdisciplinary team (the analysis team) staffed by personnel from the organization lead the evaluation. The principle behind the creation of an analysis team is self direction.
Finally, outputs are the required results of each phase of the evaluation. They define the outcomes that an analysis team must achieve during each phase. There is more than one set of activities that can produce the outputs of OCTAVE; for this reason, a unique set of activities is not specified. The outputs define the outcomes that an analysis team must achieve during the evaluation and are organized according to the three phases. Tables 2 and 3 list the principles, activities, and outputs of the OCTAVE approach. 
OCTAVE Is Part of a Continuum
OCTAVE creates an organization-wide view of the current information security risks, providing a snapshot in time, or a baseline, that can be used to focus mitigation and improvement activities. During OCTAVE, an analysis team performs activities to
• identify the organization's information security risks
• analyze the risks to determine priorities
• plan for improvement by developing a protection strategy for organizational improvement and risk mitigation plans to reduce the risk to the organization's critical assets An organization will not improve unless it implements its plans. The following improvement activities are performed after OCTAVE has been completed. After OCTAVE, the analysis team, or other designated personnel
• plan how to implement the protection strategy and risk mitigation plans by developing detailed action plans (This activity can include a detailed cost-benefit analysis among strategies and actions, and it results in detailed implementation plans.) • implement the detailed action plans
• monitor the action plans for schedule and for effectiveness (This activity includes monitoring risks for any changes.)
• control variations in plan execution by taking appropriate corrective actions An information security risk evaluation is part of an organization's activities for managing information security risks. OCTAVE is an evaluation activity, not a continuous process. Thus, it has a defined beginning and end. Figure 4 shows the relationship among these activities and where OCTAVE fits in. Note that risk management activities define a plan-do-check-act cycle.
Figure 4: OCTAVE and Risk Management Activities
Periodically, an organization will need to "reset" its baseline by conducting another OCTAVE. The time between evaluations can be predetermined (e.g., yearly) or triggered by major events (e.g., corporate reorganization or redesign of an organization's computing infrastructure). Between evaluations, an organization can periodically identify new risks, analyze these risks in relation to existing risks, and develop mitigation plans for them.
OCTAVE Method
The OCTAVE Method was developed with large organizations in mind (e.g., 300 employees or more). Size is not the only consideration when deciding to use the OCTAVE Method. Large organizations generally have a multi-layered hierarchy and are often stove-piped (disjoint) or geographically distributed. Formal data-gathering activities to determine what information-related assets are important, how they are used, and how they are threatened become an essential part of conducting OCTAVE in large organizations. Finally, a large organization is likely to maintain its own computing infrastructure and have the internal ability to run vulnerability evaluation tools and interpret the results in relation to its critical assets. This section introduces the OCTAVE Method. The materials that are available to conduct the OCTAVE Method are also described.
OCTAVE Method Processes
The OCTAVE Method comprises the three phases required by the OCTAVE criteria. The processes in those phases are described below:
• Phase 1: Build Asset-Based Threat Profiles -The two major functions of this phase are gathering information from across the organization and defining threat profiles for critical assets. − Process 1: Identify Senior Management Knowledge -The analysis team collects information about important assets, security requirements, threats, and current organizational strengths and vulnerabilities from a representative set of senior managers. − Process 2: Identify Operational Area Knowledge -The analysis team collects information about important assets, security requirements, threats, and current organizational strengths and vulnerabilities from managers of selected operational areas. − Process 3: Identify Staff Knowledge-The analysis team collects information about important assets, security requirements, threats, and current organizational strengths and vulnerabilities from general staff and IT staff members of the selected operational areas. − Process 4: Create Threat Profiles -The analysis team selects three to five critical information-related assets and defines the threat profiles for those assets.
• Phase 2: Identify Infrastructure Vulnerabilities -During this phase, the analysis team evaluates key components of systems supporting the critical assets for technological vulnerabilities.
− Process 5: Identify Key Components -A representative set of key components from the systems that support or process the critical information-related assets are identified, and an approach for evaluating them is defined. − Process 6: Evaluate Selected Components -Tools are run to evaluate the selected components, and the results are analyzed to refine the threat profiles (for networkaccess threats) for the critical assets.
• Phase 3: Develop Security Strategy and Plans -The primary purpose of this phase is to evaluate risks to critical assets and develop an organizational protection strategy and risk mitigation plans. − Process 7: Conduct Risk Analysis -An organizational set of impact evaluation criteria are defined to establish a common basis for determining the impact value (high, medium, or low) due to threats to critical assets. All active risks are evaluated for impact. Note that probability is not currently included but can be added to this method. 
Available Materials Supporting the OCTAVE Method
The OCTAVE Method is documented in the OCTAVE Method Implementation Guide (OMIG), available for downloading from the following web site <http://www.cert.org/octave> Web site. This guide contains 18 volumes of information in both Microsoft Word and PowerPoint. The following list briefly describes the contents of each volume (from Volume 1 of the OMIG).
• Volume 1: Introduction: This volume includes a description of OCTAVE, guidance on how to use the guide, some suggestions relative to analysis team training, and a feedback form.
• Volume 2: Preliminary Activities: This volume contains guidelines for preparing to do an OCTAVE, including selecting the analysis team and participants, scheduling, and logistics. Also in this volume you will find high-level tailoring guidance, and briefings for senior managers and participants.
• Volumes 3 -12: The OCTAVE Process: These volumes provide a complete set of information for the three phases and eight processes of the OCTAVE Method.
• Volume 13: After the Evaluation: This is a short section providing guidance and an example of what to do after the evaluation is over.
2 OCTAVE-S has a qualitative version of probability that can be integrated into the OCTAVE Method, if desired. Future revisions to the OCTAVE Method will likely contain some form of optional, qualitative probability estimation.
OCTAVE-S
Note: This section is based on the preliminary or beta version (Version 0.9) of OCTAVE-S. Additional materials will be developed and provided with Version 1.0 at a later date.
OCTAVE-S is not as extensively documented as the OCTAVE Method. The minimal set of materials needed to perform OCTAVE-S is provided in the beta version.
OCTAVE-S was developed and tested for small organizations, ranging from 20 to 80 people. It is designed for organizations that can empower a team of three to five people to conduct all evaluation activities, without the need for formal data-gathering activities. For example, a 200-person company that has a single location might be able to assemble a team of 5 people that has sufficient insight into the entire organization. On the other hand, a company with 90 people at multiple sites, with an extremely stove piped structure of 9 divisions may require the OCTAVE Method to ensure that sufficient data are gathered from across the organization.
Another defining difference in OCTAVE-S relates to the Phase 2 evaluation of the computing infrastructure. Small organizations often outsource, in part or in total, the maintenance of their computer systems. For these companies, running evaluation tools and making sense out of the results would be a significant burden on their resources. OCTAVE-S may identify the need for this type of analysis, but Phase 2 in OCTAVE-S is an abbreviated inspection and review of the processes used to secure the organization's computing infrastructure. OCTAVE-S also includes an optional, qualitative version of probability. It requires some knowledge of an actor's motivation (when appropriate) as well as some history of previous security incidents and problems. While it is optional, organizations may be interested to see what types of data they should be collecting to establish a reasonably confident measure of probability for information security risks.
OCTAVE-S Processes
OCTAVE-S has the same three phases described in the OCTAVE approach and in the OCTAVE Method. However, the processes are somewhat different from the OCTAVE Method.
• Phase 1: Build Asset-Based Threat Profiles -During this phase, organizational information is identified and used to define threat profiles for three to five critical informationrelated assets.
− Process S1: Identify Organizational Information -The analysis team identifies the organization's important information-related assets, defines a set of impact evaluation criteria, and defines the current state of the organization's security practices. − Process S2: Create Threat Profiles -The analysis team selects three to five critical information-related assets and defines the security requirements and threat profiles for those assets.
• Phase 2: Identify Infrastructure Vulnerabilities -During this phase, the analysis team takes a high-level review of their infrastructure and technology-related practices to refine the threat profiles. − Process S3: Examine the Computing Infrastructure in Relation to Critical AssetsThe analysis team analyzes the access paths in the systems that support the critical assets and determines how well their technology-related processes are protecting those assets.
• Phase 3: Develop Security Strategy and Plans -During this phase, the risks to critical assets are evaluated and an organizational protection strategy and risk mitigation plans are defined. − Process S4: Identify and Analyze Risks -The analysis team evaluates all active risks for impact and, optionally, probability. − Process S5: Develop Protection Strategy and Mitigation Plans -The team develops an organization-wide protection strategy and risk mitigation plans based on security practices.
Available OCTAVE-S Materials
The OCTAVE Method is documented in the OCTAVE-S Implementation Guide, available for downloading from the following web site: <http://www.cert.org/octave>. This guide contains 10 volumes of information in both Microsoft Word and PowerPoint. The following list briefly describes the contents of each volume.
• Volume 1: Introduction to OCTAVE-S -This volume provides a basic description of OCTAVE-S and advice on how to use the guide.
• Volume 2: Preparation Guidelines -This volume contains background and guidance for preparing to conduct an OCTAVE-S evaluation.
• Volume 3: Method Guidelines -This volume includes detailed guidance for each OCTAVE-S activity.
• Volume 4: Organizational Worksheets -This volume contains worksheets for all organizational-level information that is gathered and analyzed during OCTAVE-S.
• Volume 5: Critical Asset Worksheets for Information -This volume provides worksheets to document data related to critical assets categorized as information.
Choosing Between the Methods
The OCTAVE Method is structured for an analysis team with some understanding of IT and security issues, employing an open, brainstorming approach for gathering and analyzing information. On the other hand, OCTAVE-S is more structured. Security concepts are embedded in OCTAVE-S worksheets, allowing for their use by less experienced practitioners. Experienced teams may find OCTAVE-S too constraining, while inexperienced teams may become lost using the OCTAVE Method.
While only two methods have been developed by the SEI, some users may find that neither method is exactly what they need. Many methods that integrate pieces of the two methods for something that is "in-between" are possible. As long as the tailored methods still meet the OCTAVE criteria, they are still considered to be OCTAVE-consistent evaluations.
The following set of questions should be used to help you decide which method is best suited for your organization. These questions are guidelines only, not a black-and-white decision process. You may find that the results are not clear, in which case, both methods should be downloaded or obtained and reviewed in detail or pilot-tested for suitability. To use the table, consider each question. If your answer is yes, look to see which column is checked, the OCTAVE Method or OCTAVE-S. Are you able to run, comprehend, and interpret the results of vulnerability evaluation tools within the context of information-related assets (i.e., can you tell if a particular vulnerability means a particular asset is exposed to unwanted modification or destruction)? Are you able to use the expertise of a current service provider to interpret results?
Using a Beta-version method
Are you willing to use a beta-version of a method (that is, use a method that may not have all the guidance you might need)?
